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Network-wide Cyber Services



What do we protect ?
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Internet

Users Protected Organization – Data CenterInternet Service ProviderServers farm and Applications



Transformation from device centric to network-wide services

Device-centric service Network-wide service

Network as a host… A network that is part of the service 



Internet Customer Premise

Cloud Service Provider

Data Center

Transformation from device centric to network-wide services
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Transformation from device centric to network-wide services



Data-Centers are Evolving – Transitioning to SDDC



Data Centers are constantly evolving 

The Evolution of Data Centers
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Network Layer

Business Applications
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Service Layer

Command & Control

Command & Control

Command & Control

Traditional Data Center
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Data Center Transformation to SDDC



Automation 
Orchestration

Stacks

IT
/D

ev
O

p
s

Security

ADC

Network Layer

Business Applications

Transformation Complete – Full Fledged SDDC

Command & Control

SDN Controller

OTHERS
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NFV as Part of Network-wide Cyber Services



NFV – Network Function Virtualization
Compute Node

Host Kernel/KVM

Guest 
Kernel

DPDK

SP (logical core)

VM

OVS

RSS

10Gb or 40Gb NICs
PFPF

Leverages DPDK and KVM PCI pass-through 
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NIC NIC NIC NIC

Software Chassis Concept

NIC

L7/user-aware steering policy

L2-4 steering policy
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Physical switch

NIC NIC NIC NIC

Data-planeOpenFlow control

Software Chassis Concept

L2-4 steering policy

L7/user-aware steering policy



‘Elephant’ Flows

‘Mice’ Flows

Software Chassis Concept – Multi Tera capacity



Service Steering



Application Template

Orchestration, Service Steering

Front End Back End

Orchestrator



Traffic Steering
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L4 Load 
Balancing Layer

L7 / VAS Layer

LB/ADC NFV

Traffic Steering



TCP 
Optimization

Web
Caching

The Internet

EMS
SteerFlow VNF

Network
Controller

Parental
Control

AAA/PCRF

Steering Fabric (Alteon Cluster)

...

LTE Core 
Network

???

NFV 
Orchestrator

VNFx

(e.g. FW)
VNFy

Distribution Fabric (e.g. OpenFlow switch)

Traffic Steering for Gi-LAN

L7/user-aware steering policy:

• URI based 

• User Agent Based

• Content Type

L2-4 steering policy:

• Source based 

classification

• Protocol based steering
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GiLAN Transparent Steering



VNF 1 VNF 2 VNF 3

Server
User

Key Exchange Key Exchange

22

Internet services Enterprise Network

SSL Interception and Steering

SSL Interception
• how a solution can support efficiency while inspecting encrypted 

traffic that’s masquerading a clear traffic?
• It must dynamically define filters that intercept and open traffic for 

inspection even if it flows through non-standard TCP ports

Security
• In DDoS attack environment in order to avoid turning the SSL traffic 

inspection solution into a target itself, a solution must not perform 
like a proxy or have its own IP addresses



Self Defense, Automated, Network-wide Security



OpenFlow Controller

DefenseFlow – Radware’s Cyber Control

“Flow diversion” and  
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L2/3 Switch

L4 – L7 Service Fabric

OVS

SDN DriversL4-L7 Drivers



OpenFlow Controller

DefenseFlow – Radware’s Cyber Control
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OpenFlow Controller

DefenseFlow – Radware’s Cyber Control

“Flow diversion” and  
Mitigation

Control

Detection 
Analyze & Decide

Programmable Probes
Collect

Security service 
provisioning  - Program

Attack 

detected !!!

L2/3 Switch

L4 – L7 Service Fabric

OVS

SDN DriversL4-L7 Drivers

“Smart Tap”/



Summary



From point protection… to an automated & Intelligent network defense model !
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Self Defence, Automated, Network-wide Security



Thank You


