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Co sie dzieje w siec1?

Co moze stanowi¢ zagrozenie dla organizacj?




Rzeczywisty stan bezpieczenstwa?

Czy jest nam znany?




Rzeczywisty stan bezpieczenstwa?

Czy podatnosci systemow sg wykorzystywane?
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Rzeczywisty stan bezpieczenstwa?

Jak zmienia sie stan bezpleczenstwa w czasie?
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Schemat logiczny systemu
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Jak widac stan bezpieczenstwa?

Czy mozemy Je zrozumiec?

Wykryto zagroz.enia natury techniczn.ej, Wykry’[e Zag roZenia

technologicznej oraz operacyjnej majace
istotny wptyw na poziom bezpieczenstwa
instytucji. Zmiany te majg charakter staty,

stanowigc tym samym znaczny czynnik ryzyka
dla instytucji. Stwierdzono istnienie zagrozen
dotyczacych trzech obszardow dziatania,

zwigzanych z dostawcami, czynnikami
zewnetrznymi oraz dziataniami pracownikéw
instytucji. Nie da sie w petni okresli¢ zrodet
ryzyka dla kazdego z tych czynnikow, nie
mozna rowniez okresli¢ rzeczywistego
poziomu ich wptywu na dziatanie instytucji.
W zwigzku z powyzszym sugeruje sie znaczne
zwiekszenie naktadéw na wszelkie mozliwe

obszary zwigzane z bezpieczenstwem B Krytyczne W Powazne
systemow teleinformatycznych eksploatowany ) _ -
przez instytucje. Srednie Pomijalne

Tak jest. A tak moze byc¢.
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Agregacja informacji wg poziomu decyzyjnego

Zarzadczy

Vo

B Krytyczne
M Powazne
Srednie

Pomijalne

Kierowniczy

Count Sever

Critical
EE Critical
Critical
High

Name

MS14-080: Cur
MS14-070: Vuh
MS08-067: Mic
MS06-035: Vur
Microsoft Winc
Windows NETB
Ethernet Card |

MS03-026: Microsoft RPC Interface Buffg

Synopsis:
Arbitrary code can be executed on the remote host.
Description:
The remote version of Windows contains a flaw in th
RemoteActivation() in its RPC interface that could all
execute arbitrary code on the remote host with the !
A series of warms (Blaster) are known to exploit this
wild.
See also:
http://technet.microsoft.com/en-us/security/bulletii
Solution:
Microsoft has released patches for Windows NT, 20C
Risk factor :
Critical / CVSS Base Score : 10.0
(CVSS2#AV:N/AC:L/AU:N/C:C/I:C/A:C)
CVSS Temporal Score : 8.3
(CVSS2#E:F/RL:OF/RC:C)
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Aktywna analiza bezpieczenstwa

Dwa z kilkuset
predefiniowanych

Vuinerability Top Ten - Top 10 Remediations. i
Solution | Risk Red... |Hosts... Name Severity | Host Total

Update to JOK / JRE 7 Update 45, 6 Update 65, or § Update 55 or later and, if nece: MI Gipher Suite Zero Authenfication Bypass Gritcal 17 4

Update to JOK § JRE 7 Update 45, 6 Update 65, or § Update S5 or later and, if necess... 1.48% 15 70472 le Java SE Muliple 2013 PU) Critcal 1 aS Oar - OW
Microsoft has released a set of patches for Visual Studio NET 2003, 2005, and 2008, ... 0.83% 55 66932 Oracle Java SE Multiple Vulnerabilities (June 2013 CPU) Critical 7

Upgrade to PuTTY version 0.63 or later. 053% 12 45544 Oracle Java JOK/ JRE 6 < Update 20 Multple Vulnerabilibes  Criical 1

Microsoft has released a set of patches for XP, 2003, Vista, 2008, 7, 2008 R2, 8, 2012... 0.46% 12 52002 Oracle Java SE Multiple Vulnerabilities (February 2011 CPU) Critical 1

Update the affectsd packages : RHEL 6 : kemal (RHSA-2013-1801) 3 56566 Oracle Java SE Multiple Vulnerabilities (Oct 2011 CPU) Critical 1
Upgrade to Firefox ESR 24.2 or later. 0.34% n 57959 Oracle Java SE Multiple Vulnerabilities (Feb 2012 CP!
Microsoft has released a set of patches for Microsoft Office 2003, 2007, and 2010, Off .. 0.34% 23 58462 Oracle Java SE Multiple Vulnerabilities (June 2012 CP
Update the affectsd openssl packages. 0.32% 7 62593 Oracle Java SE Multiple Vulnerabilities (October 2012 f| IP Address DNS | Score | Total \ Vuinerabilities \ 180

Hasts With Vuinerabilities Published 30 Days Ago (it ] [¥]  Trend of Exploitable Vidnerabiities Published 30 Days Ago

Microsoft has released a set of patches for Windows XP, 2003, Vista, 2008, 7, 2008 R... 0.30% 22 64454 Oracle Java SE Muliple Vulnerabiities (February 2013 172.31.100.101 67 167
172.31.104,132 524 “
Vulnerability Top Ten - Top 10 Most Vulnerable Hosts. ] ty Top Ten - Top 10 Mobile Vulnerabilities 172.31.102.250 133 14
IP Address. ivulnmmm s Plugin ID Name 10.31.104.134 80 &
= e ay e il 8013 Apple 105 < 7 Multiple Vulnerabilities 172.31.100.253 40 1
5737 Ancroid < 2.3 Muliiple Vulnerabilies. 172.31.102.253 40 1
6297 Android 2.3 < 2.3.6 Information Disclosure 172.31.100.28 10 1
8057 Apple 08 7.x < 7.0.3 Multple Vulnerabilites 1723110040  acsm.. 3 1 [ e =D - S
8058 Aorle [0 7:x <T.04 Purchases Auhenscaion Bros 172.31.100.55 3 1 | | | @ cricai-Criical @ Hioh-Hich () Medium - Medium
5287 Android Mobile Device Detection 17231.104281 3 g [

3494 Tablet PC Detection

414 Apple iPhoneiiPad Detection

6067 Android version Detection

Samsung Mobile Device Version Detection

e pa———— U - |

‘Scores of Vulnerabilities Published 30 Days Ago

Actve Passive

Critical
Vuinerabsilty Top Ten - Top 10 Data Le CVES T7.0-84 20 [ Nee ]
PluginID | Name & = B SR
CVSS55-69 18 2
ars1 Encryption Private Key Detection (RSA) Medum 38 2
3780 Encryption Private Key Detaction (RSA)
| Rae ol 4672 Possible User ID and Password Sent Within a Web Fi
am ¥ 5214 XML Request Possible userlD [ password Cleartext
v - 4673 Possible User ID and Password Sent Within a Web Forll Plugin ID | Total Severity | Name
g 65995 3 Crtica Oracle Java SE Mutiple Vulnerabiliies (... Windows
B e smma 3963 pdf Document File Detection 65995 3 Critcal Oracle Java SE Multiple Vidnerabif
65891 3 Ciseo |08 Software Smart Install Unauth . CISCO
4781 Web Server Allows Download of .ini Files 57959 2 Critical Oracle Java SE Multiple Vunerabii._. Windows
57950 2 Oracle Java SE Muliple Vuinerabilties (F... Windows
50462 2 Oracle Java SE Multiple Vidnerabii... Windows
. _ 59462 2 Oracle Java SE Muliple Vuinerabiliies (J... Windows
62593 2 Oracle Java SE Multiple Vunerabili . Windows
62503 2 Oracle Java SE Mutiple Vunerabiliies (... Windows
64454 2 Crtical Oracle Java SE Multiple Vinerabii. Windows
64454 2 Oracle Java SE Mulfiple Vuinerabilites (F... Windows
56566 1 Oracle Java SE Multiple Vunerabii... Windows .
64790 2 Oracle Java SE Muliple Vulnerabiliies (F... Windows
81529 1 Critical MS12-054: Vulnerabilities in Windo . Windows : Micr,
1 Oracle Java SE Multiple Vulnerabilities (.. Windows
65910 3 High Flash Player <= 10.3.183.68/ 11.6.... Windows -
Oracle Java JOK / JRE 6 < Update 30 M... Windows
44338 2 High Wireshark / Ethereal Dissector LW. Windows N
MS12-054: Vulnerabilities in Windows N. Windows
46ad ] High ‘Wireshark | Ethersal < 1.0.14/1.2.... Windows
Lot U Lows o 2 rinsn g0

Vulnerability Top Ten Vulnerabilities Over 30 Days
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Karty realizacj celow strategicznych

SeCU I‘ityCenter”CV Dashboard ¥  Analysis ¥ Scans ¥  Reporting>  Assets  Workflow ¥  Users v & Hi, UserName v

Assurance Report Cards % Options ~

CCC 1: Inwentaryzacja urzadzeni i oprogramowania XX K XXX

Ostatni raz oceniane 6 minut temu

CCC 2: Podatnosci bezpieczenstwa i bledy konfiguracii X % x % x

Ostatni raz oceniane 7 minut temu

CCC 3: Pomiar bezpieczenstwa Sieci

Ostatni raz oceniane 6 minut temu

+ 1. Maksymalnie 5% systemdw dostepnych z zewnatrz posiada podatnosci 0/1
® 2. Maksymalnie 5% urzadzen zabezpieczajacych (VPN, Firewall) posiada podatnosci 1/1
+ 3. Maksymalnie 5% systemow dostepnych przez VPN posiada podatnosci starsze niz 30 dni 0/0
v 4. Maksymalnie 10% system uzywa niezabezpieczonych protokotéw do potaczen ze swiatem zewnetrznym 0/0
¥ 5. Ponad 90% firewalli przechowuje dzienniki w systemie zewnetrznym 0/1
% 6.Ponad 95% systemow podtaczonych do Internetu przechowuje logi w systemie zewnetrznym 0/1
CCC 4: Bezpieczeristwo autoryzacii uzytkownikdw, badanie zgodnosci z GIODO X% v xx

Ostatni raz oceniane 6 minut temu

U CCC 5: Wyszukiwanie oprogramowania szkodliwego oraz intruzéw 99D DG

Ostatni raz oceniane 6 minut temu
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Ochrona danych osobowych

OB Badanie zgodnosci z GIODO

Last Evaluated 20 hours ago <

Systemy musza posiadac ochrone antywirusowa

Minimalna diugosc hasta musi wynosic 8 znakow

Wymag rotacji haset

Hasto musi by¢ zmieniane co 30 dni

Hasto musi by¢ skomplikowane

Hasto nie moze byC€ przechowywane w postaci jawnej

Blokada dostepu do konsoli po uplynieciu okresu nieaktywnosci.
System musi odnotowywac kazda operacje logowania.

W systemie nie moga istnie¢ konta z przeterminowanymi hastami

X ¢ 4 X € € ¢ L (X%

System musi by¢ chroniony zaporg sieciowg



SecurityCenter Dashboard

Analysis ~
Executive Vulnerability Metrics

E lity Metrics - Vi ility Trend

M Current - Total 1 Previously Mitigated - Total

Last Updated: 23 minutes ago

Executive Vulnerability Metrics - 25 Day Trend Windows Vulnerabilities

S Reporting ~ Assets

Mar 27 Tue28 Thu IMpe Apr03  Tue 05
Wiow WMedium WHigh [ Critical

Last Updated: 1 hour ago

Executive Vulnerability Metrics - 25 Day Trend Linux Vulnerabilities

Sat 19 Mon 21 Mar27 Tue29 Thulddpdd Apr

Mlow M Medium [High [liCritical

Last Updated: 1 hour ago
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Wskazniki zarzadcze

Workflow ~ Users ~

E Summary - W ity Age
New Hosts. Low Medium High Critical
<7 [
<30 461
<90 763
>90 24

Last Updated: 1 hour ago

B Vull ibility Metrics - Publication Age
Low Medium High Critical
<7 0 0 o )
<3 o
<90 0

AN EETEES S
> 90 e L e Y sse

Last Updated: 1 nour ago

Vulnerability Top Ten - Top 10 Most Vulnerable Hosts

IP Address ons Total  Vuinerabiiities
172.26.23.171 s EX
172.26.48.63 win2k target.tenablesecurity.com 45 -
172.26.48.25 centosBx64. target tenablesecurity.com 4 m
17226.0.84 s [HEIR
172.26.48.64 win2¥3r2.target.tenablesecurity.com ss [HEI
172.26.0.42 g ini.lab. ity.com 58 “
172260116 solaris11vm1 v [l
172.26.0.68 sunshine.lab.tenablesecurity.com 17 .
172.26.0.37 solaris11vm1-sparc.lab.tenablesecurity.co... 16 -
172.26.22.197 npw-ga-107 Jocal v HER

Last Updated: 1 hour ago

88 Switch Dashboard ~ & Options ~
Executive Vulnerability Metrics - Patch Publication Age
Low Medium High Critical

<7 [}
o S S T SR

Last Updated: 1 hour ago

E \ Metrics - Vulnerability Mitigation
New Hosts Low Medium High Critical
<7 4
<% w
<90 61
>90 ]

Last Updated: 1 hour ago

Executive Vulnerability Metrics - Top 10 Previously Mitigated Hosts

1P Address DNS Total  Vuinerabilities
1722623171 s [EXEE
172.26.48.25 centos6x64. target.tenablesecuritycom 121 m
172.26.0.116 solaris11vm1 100
17226068 sunshine lab tenablesecurity.com O 31 | s
172.260.117 bal-Ice-001.lab.tenablesecurity.com = EJEE
172.26.48.99 solaris10.target.tenablesecurity.com 70 m
172.26.0.107 81 m
172.26.0.84 110 n
172.26.24.230 ssl-nix.Jab.tenablesecurity.com = [EN
172.26.48.27 debiant.target tenablesecuity.com o [JE

Last Updated: 7 minutes ago
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TOP 10 podatnosci w systemach 1 sieciach

Dashboard Analysis Scans Reporti Assats  Workflow~  Users~
Vulnerabiity Top Ten 12 Switch Dashboard ~| & Options ~
Vulnerability Top Ten - Top 10 Most Vulnerable Windows Vulnerability Top Ten - Top 10 Most Vulnerable Vulnerability Top Ten - Top 10 Most Vuinerable Apple
Networks Linux/Unix Networks Networks
Medium W High W Critical Modium W High W Critical Medium W High W Critical
"
™ 140 "
10 1 0
0 0 s
7
10 ® !
100 ) s
« © .
o s
- x; : :
= F .
o »‘f & o o
NG & $ i 5
§ 5§ = & 0 2
s & g s s o o
& & 4 $ $ @
$ & § e o
Last Updated: 18 hours ago. Last Updated: 19 hours ago Last Updated: 18 hours ago
Vulnerability Top Ten - Top 10 Most Vulnerable Hosts Executive Vulnerability Metrics - Top 10 Previously Vulnerability Top Ten - Top 10 Remediations
Mitigated Hosts
|P Address DNS Total  Vuinerabili... Solution Risk...
1P Address DNS Total  Vulnerabil...
10.31.204.21 windicoplab 105 Upgrade to Oracle JOK/JRE 8 Update 82,7 3.46% 13
1031.114.30 thel.corp.lab I 17 | 28 Update 101, or 6 Update 115 o ater. If
10.31.104.140 grd-lptp.melc... 47 n
10.31.100.78 netflow.melcar. . 45 m Update the affected java-1.7.0-openjdk 127% 15
10.31.104.140 40 E packages.
10.31.114.15. exch2.corplab 31 n
192.168.1.2 « B Upgrade to Adobe Flash Player version 120% 2
103111410 Go02.corplab A | 21.0.0213 or later.<br/><br>Alternatively,
103111430 thel.comp.Jab z [j
10.31.114.15 1 i Update the atfected java-1.6.0-openjdk 1% 1
Last Updated: 4 hows ago packages.
Last Updated: Less than a minute ago
Top Ten - Top 10 Upgrade to Adobe AIR version 21.0.0.176 or 1.05% 3

Anti-Virus Summary - Outdated Anti-Virus Clients

later.

Plugin 1D Name Severity Lot Updatact 4 howws 00
PluginID  Name Femily ~ Severty  To
88757 CentOS 6 : glibc (CESA- 12 Yo s ey ey
2016:0176) 12107 Medfeo antivius ~ Wind... [l 1 L
Detection
84824 Oracle Java SE Muitiple E= Plughn...  Name Hos
Vulnerabilities (July 2015 89940 McAfee Wind, m 1
VirusScan 4654 Apple iOS Device Model Detection 4
77823 Bash Remote Code EX -
Execution (Shellshock)
8637 Apple iOS Version Detection 4
78067 Bash Remote Code [ Critical [NENEC]
Execution (CVE-2014-6277 /
9251 Tumbir Detection via HTTP 1
78385 Bash Incomplete Fix Remote  [Ciiedl] 3
Code Execution Vulnerability
8845 Apple iOS Version Detection via 1
Last Updated: 4 hours ago App Traffic
List Upcisted: Less than a minute 90
5287 Google Android Operating System 1

Version Detection

Last Updated: 4 hours ag0
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Wektory ataku dla Malware

SecurityCenter Distiboard = Analysis
Exploitable by Malware 22Switon Dasnboerd = & Options ~
Exploitable by Malware - Exploitable Wulnerability Summary Exploitable by Mahvare - Exploitable Matrix
mCritical Total Medium High Critical
WHigh

Medium Explofiable A | o il
alo Mevare a0 1 s = o
Core Impact 1889 [ ]

Canvas 521 [ |

Elliot 5 e T T [

Explotub 19 T I T —

Metsspot wras ] s TN
Bad AutoRuns o NONE HONE [ s ]

Last Updated: 22 hours ago

Last Updated: 22 hours ago

Exploitable by Mahvare - Top 100 Malware Vulnerable Hosts.

Exploitable by Makware - Exploitable by Malware 7 Day Trand Analysis

Mahwars - Top 100 iities Exploitable by Malwara
IP Address DNS Score Total Vulnerabilities
PugnD  Hame Famiy Saveriyy Host Total
172.26.48.89 tgtwxp3 devieh tenablesscurity com 1538 122 1z 104
58435 MS12-020: Vulnerabilities in Remote Desktop Gould Allow Remote Gode Execution (2671387} {uncredentialed check) Windows | High | 23
v ety o Y
82008 M812-074: Vulnerabilities in NET Framework Could Allow Remate Gorde Execution (2745030) Windows : Mierosoft Bulletins | High | 12
. T
85210 MS13-021: Security Updata for Intermet Explorer (2808286) Windeows : Microsatt Bulletins | High | 1
S s » T
84570 MS13-008: Security Updata for Intermet Explorer [2782100) Windeows : Microsatt Bulletins | High | 1
R —— v = T
83228 1812-082: Vulnerability In DiractPlay Could Alow Flemote Code Execution (2770880) Windows : Mierosoft Bulletins | High | 1
63224 M§12-077: Cumulative Sacurity Update for Intemet Explorer (2761468) Windows : Mierosoft Bullatins | Hign | 1
62007 MS12-075: Vulnerability in Windows Kemel-Mode Drivers Couid Allow Remots Code Exscution (2761226) Windews : Microsoft Bulletins | hign | 1
123041 tmobhsmabosazryzom - (b e M
84761 MS15-065: Cumulative Sacurity Update for Intemet Explorer (3076321) Windews : Microsoft Bulletins | hign | 10
P o
BAT4E MS15-077: Vuinarability In ATM Font Driver Gould Allow Elevation of Priviege (3077657) Windonws : Microsott Bulleting | hign | 10
PR . — .
84059 MS15-061: Vuinarabilities in Windows Ksmai-Mode Drivers Could Allow Elevation of Privisge (3057639) Windows : Microsof: Bullstins | High | 10 st Updatad: 22 hours ago
83440 MS15-044: Vulnerabilities in Microsoft Font Drivers Gould Allow Remate Gode Execution (3057110) Windaws : Microsott Bulieting | Hign | 10 Exploitable by Mahvare - Exploitable Summary 7 Day Trend Analysis
83370 MS15-051; Vuinarabilities in Windows Ksmai-Mode Drivers Could Allow Elevation of Privisge (3057191) Windows : Microsof: Bullstins | High | 10
R32RR [ESTRVES i | Inrtara frr intamas o Winrimes « Minrnant: Fuillating T n
Last Updated: 22 hours ago Lol

|

—_— —m—

|z T ) o g

T ST T n
it Avatabils - Total [ Mabwars - Total Bl Mataspici - Total [Caowas - Total Ml Cora bumpnc - Toial IIElfct - Total M Exsioidiets - Tutal

Last Updated: 22 hours ago

Mont7 C o

Matiace - Wadium  [BlMAsiwacs - High IMabwase - Crsieal
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Wykryte wektory ataku

ecurityCenter Dashboard~  Analysis~  Scans~  Reporting~  Asssts  Wordlow=  Users~
Predicting Attack Paths 32 Switch Dashboard ~ & Options ~
Predicting Attack Paths - Vulnerability Matrix Predicting Attack Paths - Exploitability Matrix Predicting Attack Paths - Exploitable Internet Services
Compiiance Vulnerabilities Mobile Devices Vulnerable Giients Total  Exploftable Metasploit  Core Canvas  Malware FTP SSH HTTP. HTTPS smB
Exploitability (Medium) Local u R 7 ] 4 2 1-200 201-500 501-102¢ 1025-5000 5000+
Passive Exploits Event Vulnerabilities Network 1752 0 121 22 26
Cors Impact Exploits AdiacentN... 20  [IEEED o7 4 2 [
Last Updated: 1 hour ago
Last Updated: 1 hour ago Last Updated: 1 hour ago
_ ) Predicting Attack Paths - Hosts That Accept External Connections
Predicting Attack Paths - Internet Browsing Clients Predicting Attack Paths - External Connection Port Summary
1P Address NetBIOS  DNS MAC Address
1P Address NetBIOS ~ DNS MAC Address Port Total
10.31.100.75 sc10.melcara.int da:32:01:50:95:bd
10.31.100.76 lce01.melcara.int 00:04:23:67:69:67 443 2
10.31.100.55 sc02.melcara.int 00:30:48:63:43:69
10.31.100.57 pvs01.melcara.int 00:24:81:71:07:8a
Last Updated: 1 hour ago
Last Updated: 1 hour ago Last Updated: 1 hour ago
Predicting Attack Paths - Event Trend Over Time (Total Events)
Predicting Attack Paths - Netstat Analysis Predicting Attack Paths - i Cli i ips (Last
90 days)
1P Address NetBIOS ~ DNS MAC Address  Vulnerabili...
10.31.204.60 centoscor...  oo:issaee.. ([ KEIR
10.31.204.22 centos.cor...  00:16:5d:cc... —
10.31.114.134 —
10.31.114.74 scanOlme... 1Bie@e2:05.. —
10.31.114.54 scan02.me...  ee:17:Geced.. 0
10.31.114.30 thel.coplab  00:0¢:29:45... — B [WEvents Total - Count [ Unnormaiized - Count
Last Updated: 1 hour ago
B Cllont - Total [ Server - Total
10.31.114.25 CORP\.. cop-pcl.c.. bad3bcss.. —
Last Updated: 6 miustes ag0 Predicting Attack Paths - Vulnerabilities by Common Ports
10.31.114.20 CORP\..  sqi2014.co.. 428fd7:e3:.. —
Predicting Attack Paths - Most Trusted Servers Low Medium High Critical Exploitable
10.31.114.15 CORPL..  exch2comp... 76:26:83:da... — fr—— 0 0 o 0%
1P Address DNS Total  Vulnerabilities o
1031.114.10 comPL.  dcozcom... e2fassce:. (RN ssnzz = ! “
10.31.100.76 Ice01.melcara.int 1 n Takoat/2a ° 2 9
10.31.113.134 kali 00:0¢:29:2e... — SMTP/25 0 0 0
10.31.100.40 acs.meicara.int 1 DNS/53 0 0 0
tost11074 E g :
st sormscerne 15 [ECH L ‘ '
10.31.113.54 _ RPC/111 0 0 0 0%
NetBIOS/137 0 0 0 [T
10.31.118.15 ACME\...  mallacme....
' — HTTPS/443 6 1
10.31.113.15 ACME\..  exchi.acm... [ 1] SMB/445 18 18 13 [__100% |

' Last Updated: 1 hour
Last Updated: 1 hour ago faad Last Updated: 1 hour ago



SecurityCenter

Dashboard ~ Analysis ~ Scans ~ Reporting ~ Assets Woridlow ~ Users ~

ISOAEC27000: Vulnerabiity Management

Vulnerability Top Ten - Top 10 Most Vulnerable Hosts

IP Address DNS Total
- = = 258
== 256
| = 229
a = - 229
= = ——— e 124
- == = 122

- - .= . 130
" 152
H Y —— 127
- . E . e E———— e 152

Last Updated: 20 hours ago

Wi ity Summary -

LiunINX
T ST TN SR S

Mobile

£
%
S
8

N

]

=~

IE'
8

13

-

]

110

eoaed s

Unsupported Virus
Last Upcated: 20 hours ago
Track ion Progress - Vull bility S y by Severity
Mitigated Unmitigated
Total 16625 89707
Critical 1856 3254
High 6931 58143
Medium 7382 26156
Low 476 2244

Last Updated: 20 hours ago

W ST
- EETTEE

Exploitable

Patch Available >30d

Recast to Info Risks

Exploitable Hosts
880
456
454
782
101

SecurityCenter

continuous view

CcVv

Widok dla ISO/IEC27000

2 Switch Dashboard ~ & Options ~
GSC - Cont W ity S g
Total Systems Scan <30 Days Credentialed Scans
NetStats 79 —— e
Last Updated: 20 hours ago
Event itoring - Vi ility Events in Last 72 Hours
Event Count  Trend Data
PVS-Medium_Vulnerability 965
1 1 I
PVS-High_Vulnerability 330 | I ’
= 1

1l | .
StealthWatch-Muttiple_Operating_Systems * | u i h 1 L
| |

PVS-Low_Vulnerability J.
N4 BN mm | -l

RNA-UDP_Senvice_Confidence_Update e d . -I |h

Last Updated: 20 hours ago

\ g Risk - F iation Opportunities

Solution

Apply MS16-014: Security Update for Microsoft Windows to Address Remote Code Execution (3134228)

Apply MS16-039: Security Update for Microsoft Graphics Component (3148522)

Apply MS16-044: Security Update for Windows OLE (3146708)

Apply MS16-035: Security Update for NET Framework to Address Security Feature Bypass (3141780)

Apply MS15-132: Security Update for Microsoft Windows to Address Remote Code Execution (3116162)

Last Updated: 20 hours ago

|IIJ
el | _‘Ll
dbhe =

Risk Reduction

4.11%
3.93%
3.91%
3.86%

3.86%

| et

Host Total

161

161
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Widok dla PCI DSS

SecurityCenter Dashboard = Analysis =

Compliance Summary £2Switch Dashboard * & Options ~
Compliance Summary - Indicators Compliance Summary - 25 Day Trend
Bs-100-2
-E—— ol
coar Csa-Csma

ore Group 0
o ST 800125

v Ve

SANS-CSC STIG-ID Vuln-ID

Last Updated: 1 nour ago

Compliance Summary - CIS, DOD & NIST Bar Ratio :
WPossed - Info [l Manual - Medium [l Failed - High

Systems Passed Manual Gheck Failed
Last Updated: 3 hours ago
800-53 3 [ ] [ ] 47%
85002 2 || [ 4 Compliance Summary - CIS, DOD & NIST Indicators
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Last Updated: Less than a minute ago
Level 0 0 0 o
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Systems Passed Manual Gheck Failed
Last Updated: 4 minutes ago
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HIPAA 2 ] 0 [x]
Last Updated: 1 hour ago
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VMWare [ 0 0 0
Systems Passed Manual Check Failed
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sme0 : ma =
VulneID 2 - . [ e Systems Passed Manual Check Failed
Group-ID 0 0 0 0
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SecurityCenter

OWASP Top 10

'OWASP Top 10 - 90 Day Trend Analysis for Critical Severity Web Vulnerabi

Analysis ~

OWASP Top 10
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OWASP Top 10 - 90 Day Trend Analysis for High Severity Web Vulnerabilities
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BCGIPVS - Total 1 CGI Abuses.- Total BICG! Abuses - XSS - Tota! [l Web Servers - Towsl [l Web Sarvers PVS - Total WCOIPVS . Total [ GGl Abuses - Total [l COI Abuses - XSS - Total [l W Servers - Totsl [l Wb Servers PVS . Total
Last Upcated: 2 minutes ago Last Upcated: 2 minutes ago
OWASP Top 10 - Top 10 Indicators OWASP Top 10 - Web App Result Indicator
A1 - Ijection ‘ s [ ss. o Handing
A3 - Cross-Site Scripting (XSS) a 4 [ mx B High Web Vulns Critical Web Vulns
A4 - Insecure Direct Object 104 283 o= Last Updated: S hours ago
A8 - Secuty Misconfiguration n 220 [ e
2 53 [ T e
A7 = Missing Function Level Access 0 ] “ Web Intrusion Web Threatlist
A8 - Cross-Site Request Forgery o 0 [ x| Web Stats Long Term Web Error Activity
A9 — Using Known Vuinerable 66 98 PVS Detected Web Error PVS Detected Web Access
Last Updated: 5 hours ago IIS Web Efror IS Web Access
Last Updated: S hours ago
OWASP Top 10 - Web Informational Vulnerabilities >

OWASP Top 10 - SQL Events

Plugin ID Name Family Severity Total
Suspicious SOL User Database Dump Suspicious SOL Command Execution
10107 HTTP Server Type and Version Web Server: 2246
PO e [ o] Suspicious SOL Injection Attack Detected Suspicious SOL Query Detected
24260 HyperText Transfer Protocol (HTTP) Information Web Servers m an SOL Intrusion Database Stats
SQL Error SOL Login Failure
1442 Web Server Detection Web Servers Bl
Last Upgated: S hou's ago
10386 Web Server No 404 Error Code Check Web Servers [ info LN
43m HTTP Methods Allowed (per directory) Web Servers 208

Last Updated: S hours ago
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SecurityCenter
CIS Audit Summary

CIS - Amazon & Debian Linux Benchmarks

Systems
Amazon Linux v2.0.0 1
BIND 9.0-9.5v2.0.0 0
Debian v1.0 a
Debian Linux 7 v1.0.0 1
Debian Linux 8 v1.0.0 2
Distribution Independent.... 25
Last Updated: 6 minutes ago
CIS - Apache Benchmarks
Systems
Apache HTTP Server 2.2... 14
Apache HTTP Server 2.4.. 1
Apache Tomcat v1.0.0 2
Last Updated: & minutes ago
CIS - Apple Benchmarks
Systems
Apple Safari v1.0.0 8
Mac 0SX 10.5 v1.0 0
Mac OSX 10.6 v1.0.0 1
Mac OSX 10.8 v1.0.0 2
Mac OSX 10.10 v1.2.0 8
Mac 08X 10.11 v1.1.0 8
macOS 10.12 v1.0.0 8

Last Updated: § minutes ago

CIS - CentOS Linux Benchmarks

Systems
CentOS Linux 6 v2.0.1 4
CentOS Linux 7 v2.1.0 4
Last Updated: § minutes ago
CIS - Cisco Benchmarks
Systems
Cisco 10S v3.0.1 3
Cisco I0S 12 v4.0.0 3
Cisco 10S 15 v4.0.0 3
Cisco Firewall 4.0.0 1
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CIS - Juniper Junos Benchmarks

Systems
Juniper Junos v1.0.1 1
Last Updated: 6 minutes ago
CIS - Microsoft IIS Benchmarks
Systems
IS v1.0 1
s 7v1.7.1 7
S 8v1.4.0 12

Last Updated: 6 minutes ago

CIS - Microsoft Servers Benchmarks

Systems
Windows Server 2003 v... 15
Windows Server 2008 v.. 9
Windows Server 2008 n... 9
Windows Server 2008 R... Ll
Windows Server 2012 n... 6
Windows Server 2012 R... 1
Exchange Server 2007 v... 0
Last Updated: § minutes ago
CIS - Mi SQL Server
Systems
SQL Server 2008 R2 v1.4.0
SQL Server 2012 v1.3.0 6
SQL Server 2014 v1.2.0 [
Last Updated: § minutes ago
CIS - Mi Tt
Systems
Windows XP v3.1.0 1
Windows 7 v3.0.0 2
Windows 8 v1.0.0 1
Windows 8.1v2.2.0 1
Windows 10 Release 15... 2

Last Updated: 6 minutes ago
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Aktywna analiza bezpieczenstwa

Vulnerability Top Ten - Top 10 Remediations

Solution Risk Red... | Hosts...
Update to JDK / JRE 7 Update 45, 6 Update 65, or 5 Update 55 or later and, if necess... 1.88% 17
Update to JDK / JRE 7 Update 45, 6 Update 65, or 5 Update 55 or later and, if necess... 1.48% 15
Microsoft has released a set of patches for Visual Studio .NET 2003, 2005, and 2008, ... 0.83% 55
Upgrade to PuTTY version 0.63 or later. 0.53% 112
Microsoft has released a set of patches for XP, 2003, Vista, 2008, 7, 2008 R2, 8, 2012... 0.46% 13
Update the affected packages : RHEL 6 : kernel (RHSA-2013-1801) 0.42% 3
Upgrade to Firefox ESR 24.2 or later. 0.34% 1"
Microsoft has released a set of patches for Microsoft Office 2003, 2007, and 2010, Off... 0.34% 23
Update the affected openssl packages. 0.32% 73
Microsoft has released a set of patches for Windows XP, 2003, Vista, 2008, 7, 2008 R... 0.30% 22

Last Updated: 15 hours ago

Ocena mozliwosci redukeji ryzyka
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Przyktad synergil — detekcja danych wrazliwych

Potential Sensitive Information (Active Scanning) |I,—;| El Sensitive Data Last 25 Days [ E|

Copyright [FTP] Copyright [SMB] Copyright [HTTP] Office Files [SMB] L
Office Files [HTTP] SME Shares USB Drives MNFS Exports
P2P Sharing Databases

Last Updated: Less than a minute ago

Systems with Sensitive Data @ |§| E|
IP Address NetBIOS DNS | Total
172.31.100.11 UNKNOWNDCO2 30 —
172.26.22.195  UNKNOWNAUDITORACLE 226 10813 1o 1or20its
172.26.22.150 16 - Sensitive Data - Total
172.26.22.127 254 Lost Updated: Loss than & minuto ago
1722622100  UNKNOWMNRESEARCHS 1 Sensitive Data Types W] 1 [5]
:;2.2:.221_:3 UNKNOWNAUDIT-WINDOWSXP ::1 — | — re— ‘ —— ‘
T 1002804 RedHat/CentOS 6 is not installed on target Medium 1
17226013 1 1002803 RHEL-08-000525 - Auditing must be enabled at b... Medium T
10.21.254.254 prbd rb—t— | 471 1002802 | RHEL-06-000524 - The system must provide aut...  Medium | 7
10.31.104.253 47 1002801 RHEL-06-000521 - The mail system must forwar... Medium 7
=i bbe s o 1002800  RHEL-06-000505 - OS must conduct backups of ... Medium 7
Asset Sensitive Data Audits and Results SIIRAMN 1002798  RHEL-06-000504 - OS must conduct backups of .. Medium 7
Sensitive Docs Exploitabls Vulns Recent Scan 1002798 RHEL-06-000356 - System must require admin a... Medium T
1002797 RHEL-06-000349 - System must require the use ... Medium T
0 a 1002796 RHEL-06-00033%9 - The S5H daemon must restri...  High T
SSaes 1002795 RHEL-06-000338- TFTP daemon must operate i... High 7

Last Updated: Less than a minute ago
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Badanie zgodnosci systemow
Weryfikacja konfiguracji systemow, stacji roboczych,
serwerow oraz urzgdzen
Witasne, dedykowane polityki bezpieczenstwa

Badanie zgodnosci systemow z wieloma standardami (PCl
DSS, CIS, FIPS, DISA, CERT, GIODO, KNF)

Generacja ,wsadu” dla audytu wewnetrznego,
raportow dla Rady Nadzorczej 1 Zarzadu, BION

Wsparcie przy sporach z outsourcerami

Automatyczna identyfikacja zasobow
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