L}

ldentity Governance

Ocena ryzyka zwigzanego z dostepem do zasobow IT
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Zintegrowane rozwigzania NetlQ

Zarzgdzanie tozsamoscig i bezpieczenstwem

Identi vernan
dentity Governance Access Management

Security Management

and Management

Access Review. Automated and Run time access enforcement
secure access fulfillment for the across all end points
business user and the administrator

* NetlQ Identity Governance (dawniej + NetlQ Access Manager
Access Review) » NetlQ Secure Login 8 - Enterprise
* NetlQ Identity Manager Family SSO
* NetlQ Directory and Resource NetlQ Advanced Authentication
Administrator™ NetlQ Privileged Account Manager
* NetlQ Group Policy Administrator™ NetlQ MobileAccess
NetlQ Cloud Security Service
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Providing monitoring, reporting and
remediation to resource access
throughout the enterprise

» SIEM NetlQ Sentinel Enterprise

» Sentinel™ Log Manager

* NetlQ Change Guardian™ for MS AD,
GPO

* NetlQ Change Guardian™ for MS
Windows and Linux/Unix Servers

» NetlQ Privileged Account Manager

» Secure Configuration Manager
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NetlQ Identity Governance

Niezbedne do osiggniecia w firmie zgodnosci z

wymaganiami w zakresie bezpieczenstwa dostepu 7’ \'
do danych, aplikacji, informacii, itd..

Zbiera i ilustruje informacje o aktualnych
tozsamosciach uzytkownikow, identyfikatorach w
systemach, dostepach do systemow i uprawnianiach.

tgczy te informacje z osobg.

Oferuje zautomatyzowane ocenianie uprawnien
dostepu, okresowg certyfikacje dostepu,
raportowanie.




NetlQ Access Governance
Stan biezacy uzytkownikow i ich uprawnien

Zebrana i skorelowana informacja o osobie i jej dostepach,
uprawnieniach w roéznych systemach.

NetlQ Access Review

Dostarcza szczegotowe

Accounts [§] casnfiow Report view Money Honey Financials — Henry Morgan Override -

:”’\‘“”‘ [8 Paystubs view individual Current Money Honey Financials  James Ross Override = Changg
pplic ations.

T ——— [8] cashflow Report Delete Money Honey Financials  James Ross Override »

Roles

[] Cashflow Report Delete M H H
Policy Angela Gabriel has access in Money Honey Financials via Cashflow Report Delete p Od eJ l I l OWan I u d e CyZJ I
SoD .
e o Angeia Gavrie angabiel B oo roper el o Honey teney Foanck,
Fulfillment <= Paramedic Angela Gabriel 7 privileges
Fulfilment

Status

Administration

Money Honey Users 0of 7 submitted Submit 2
BER Same Angela Gabriel
\dentities Paramedic User Access Review more
Gl i Accounts Actions ~ Group by user Show submitted items. q
Sehedules Groups
Activity Applications Dave Baum 1 >
FirstName  Angela I
Aftributes g Srmssions
e LastName ~ Gabriel o =
n Employee Type  Part-Time el Gideon Laurent
ccount Temporary Phone 12344 SoD
Permission Violations
Groups o FE— ( Type  Review liem Appli Action @8
Samples samples 5 stubs , ur s ]
LastLogin__ 12/10/2015 12:00 AM Samples ( (]  Paystubs Print Layout Banner Modification  Money Honey Financials Undo Submit

Cashflow Report View

Gideon Lorent -

Lena Springer |

Lori Jenkins

Money Honey Financials

Undo Submit

15 rows per page




NetlQ Access Governance
Ocena ryzyka

NetlQ w unikalny sposob potrafi fgczy¢ wymagania biznesowe
z oceng ryzyka w ramach procesu dokonywania przegladu
uprawnien w celu zwiekszenia zaufania co do podjetych
decyzji | dostarczenia spojnych, doktadnych wynikow dla
audytorow

Co widzi przegladajacy i certyfikujgcy

* Powigzanie dostepu z tozsamoscig uzytkownika
(stanowiskiem, miejscem pracy itd.)

Kto i do czego ma dostep

Jakie uprawnienia posiada

Poziom ryzyka zwigzany z uprawnieniami

Kto jeszcze ma takie uprawnienia




Zautomatyzowany przeglad i recertyfikacja
uprawnien uzytkownikow

NetlQ Access Review

Overview

Reviews

Reviews

Catalog
Users
Accounts
Groups
Applications
Permissions
Roles

Policy
SoD
Violations

Fulfillment
Fulfillment
Status

Administration

Data Sources
Identities
Applications
Schedules
Activity

Aftributes

Llser

Review definitions +

Review name .~ Review type
Money Honey Users User Access Review
Orphan Account Review  Unmapped Account Review

Privileged Accounts User Access Review

Version active from 12/11/2015 2:59 PM to present

Review type User Access Review

Name Privileged Accounts

Review owner

Andrew Astin

Andrew Astin

Andrew Astin

Description Review all privileged accounts

Status

@In Progress
@In Progress
@In Progress

Next schedule Actions

None

MNone

MNone

User Access Review Select accounts that match any of the following selection criteria:

items Privileged Account | Yes
All users

Review Options Allow review owner to override decisions

Reviewer Review by Supervisor
Review owner Andrew Astin
Review period 2 Week(s)
alidity Period 2 Month(s)

Review definition | View run history | Monitor running review

« Konta osierocone

* Naruszenia SOD -
rozdziat uprawnien

» Uzytkownicy
uprzywilejowani

* Wybrane
systemy/aplikacje
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Status postepu procesu recertyfikaci

= NetlQ Access Review

Employee Access Review 7ot 27 submites R oo e
by Manager

User Access Review more

Perform Periodic Access Reviews Actions ~ Group by user ¥/ O Show submited tems Q
Allison Blake 7 4
Kevin Chester 7 >
Maria Miles not
Creative Asst mmiles@ad._utopia.netiq.com

Domestic Marketing  801-802-0258 (office)

Application Type Review ltem Action

Customer Relationship Managment @ CUST_CRT_NEW [ Keep I '] [ Remove I 'l View activity Change reviewer
Customer Relationship Managment 3]  CUST_UPDT [ Keep | '] | Remove | '] View activity Change reviewer
Customer Relationship Managment @ CUST_INQ I Keep I 'I [ Remove | 'I View activity Change reviewer
Customer Relationship Managment (5] ~ BILUNG_ADJ_INV | Keep | -] [ Remove [ -]  Viewactvity Change reviewer
Customer Relationship Managment @ Order Processing [ Keep | '] l Remove | 'I View activity Change reviewer
< >



Porownanie dostepu cztonkow zespotu

| 2 92 8

User access comparison Sam Oliver Ellie Grace Arul Patel Cathy Cox

Google apps X X X X

Adobe creative cloud

« Poréwnanie

GotoMeeting X X X
dOStQpéW pOdIeg*yCh GotoTraining X X X
pracownikow GotoWebinar X

NSS Forums X

SAP User Acess Report
SAP Account ownership
SalesForce Community Cloud X X
Salesforce Sales Cloud
VersionOne X X X
MicroFocus intranet X X X
Google Analytics
Security Senses X

Harvard Business Review X




Whnioskowanie o dostep proste i fatwe

Prosty i fatwa w
obstudze mozliwosc¢
whnioskowania o dostep

Identity Governance

Q, Access Request ~ Approvals Access Review +  Administration

Sam Oliver :
| (123) 456-7890

username@microfocus.com

@, Search B

* Recommendations X Pending requests

Featured Items

M‘- '~ Adobe

a2l I &'}9 @

Google Apps Cloud GotoMeeting GotoTraining

Approval required

Recommended for Sales Leadership Team 8 items

E' P4 User E' -7_ Account E' -7_ SAP
access ownership Sourcing
report and
EE=3 MicroFo... " Google Security
Intranet Analytics Senses
Recommended for Executive Team Members
Harvard Business TravelFlow ™™=  Health Leadership
Review ")" 360 investment | 31§ dashboard
Statistics

A Aerts (4)

B O

GotoWebinar

Salesforce YuEeEs Version...

Sales
Gloud Approval required

Weekly Identity

KPI review Governance

Overview Report

h



Automatyzacja odbierania dostepu

Plynna integracja z systemem NetlQ Identity Manager zapewnia
mozliwos¢ w petni zautomatyzowanego odbierania uprawnien
dostepu, co dla biznesu oznacza ograniczenie zagrozen
ptynacych z wewnatrz organizacji

! ; Certyfikacja
dostepu

Odebranie uprawnien:

Automatyzacja przez NetlQ Identity Manager
Integracja z Systemami Service Desk (zaktadanie Ticket) vieRD
E-mail powiadomienie odpowiedniego administratora LFoeis




Co dalej?

Spotkanie / rozmowa

Praca wiasna

POC



Zapraszamy na pokaz
| po sesji do rozmow na stoisku
Micro Focus
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