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The “new norm” is a worldwide mobile workforce

Workforce by end of 2015 ~1.3 Billion mobile workers by end of 2015

B Non-mobile
B Mobile
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Controlling and managing access more difficult than ever

P @ ® @

Manage access based on identity

IT challenged to:

 Control access based on granular attributes, such as user-type and role
* Unify access to all applications (mobile, VDI, web, client-server, SaaS)

* Provide fast authentication and SSO

* Audit and report access and application metrics
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Authentication, authorization, and SSO to all
apps with F5 Application Policy Manager (APM)

M 9 ©

Context-aware policy Scalability and Access control over Simplified policy
enforcement performance third-party SaaS management
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Maintain complete visibility and control
across applications and users

Secures access E —— Protects your
to applications - E= applications

e cardestl

where they live
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Security at the critical point in the network
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Full proxy security
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Client / Server Client / Server
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Web application Application health monitoring and performance anomaly detection Web application

Application HTTP proxy, HTTP DDoS and application security Application

SSL inspection and SSL DDoS mitigation Session

Network L4 Firewall: Full stateful policy enforcement and TCP DDoS mitigation Network

Physical

O="7

Physical
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Full proxy security

F5’s Approach

Optional modules plug in for all F5 products and solutions

Traffic management microkernel

Proxy

Client Server
side side

Firewall

IPv4/1Pv6
OneConnect

High-performance HW iControl API

. TMOS traffic plug-ins . iControl—External monitoring and control
. High-performance networking microkernel . iRules—Network programming language
. Powerful application protocol support
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BIG-IP Access Policy Manager (APM)

* Industry’s most scalable access gateway

e Consolidates remote access, Web access management, enterprise mobility management, identity
federation and secure web gateway in a single platform

* Protects against data loss, virus infection, and rogue device access
* Replaces web access proxy tiers for common applications reducing infrastructure and management

COsts G
Local and Private/Public

4@ Remote Users B Cloud

| APM | voi Jvoi fvor

J
J
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g o — o pumm—
\ | Data Center

BIG-IP Platform

g App 1 App n

N ® ®
Peement] o ﬂn — e |
o | — o |

Directories App Servers
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BIG-IP APM

Unified access and control for BIG-IP

Features
e Scales up to 2M users on a single device
«  Centralizes single sign-on (SSO) and access control Access POl sprTdeno ondlunlin e
services | N e} %
AVand FW + Deny
. Full proxy L4-L7 access control at BIG-IP speeds P e P e e L N prepmmerrm M mepsrapey PO oy
Aglds endpomt mspec’uon to the accegs policy —
*  Visual Policy Editor (VPE) provides policy-based aCCeSS |, o om0 o) (ot ] e st oo —
control
) ] § )blback+LmP [/m!bxk' Succmful' — Succasful’ @)
 VPE Rules — programmatic interface for custom s N e L
access policies et LT
e Supports IPv6

Benefits

. Consolidates authentication infrastructure
. Simplifies remote, web, and application access control



Access Policies
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Used to provide users
access to resources

s
Authenticate W
EM+_ (& the user [P l @X B Windows Cache and Session chtralx_SULEM+_’
Antivirus — ¥ farback / < Deny
= = Protect the user’s device Deny
S Auth during their session Deny
Check the the user )
user’s device N
N

Assign

resources
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Access Policv Components

Each access policy has An access policy can have
one starting point multiple ending points

Access Policy: /Common/network_access | EditEndings | (Endings: Remedistion, Deny [defaul], Allow)

: falback | [ "] Successful *7 fallback 7 Successful " fallback
Start = H H+—H— Logon Page 2 +— M+—H— Resource Assign 2 +
AD Auth fallback *7 fallback
Antivirus al—+—Hn— Message Box EI—+

fallback "] fallback
= +—— Message Boxil = +

¥ Remediation

An access policy contains
items and branches
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Visual Policy Editor (VPE)

fs I Apply Access Policy

Access Policy: apmdemo | EditEndings | (Endings: Alow, Deny [defaut])
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EM+.

K-

fHallback

Logon Page

e

*7 Successful

AD Auth

———

K-

Successful

-CS, [<] Macro: AD | Rename | [ EditTerminals | (Terminais: Successful, Faiure [defaut])

AD Query

= 4

fallback

+

+4

—

>

AD Logging

fallback ) s f X XK= lback
Start 1 4+ - +{MA&M +
m hd
AV and FW F—
-a—— X X
Poore Msq Akt 4] Logon Page Blback . SSO Credential Mapping
[ Add New Macro ]

Use Count: 1
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Building Access Policies with VPE

Access Policy: /Common/vpn.myfselab.com  edit Endings | (Endings: Av_Redir, Deny [defauit], Allow)

fallback *7 windows %7 Plugin Capable %7 Successful %] fallback %7 Successful * fallback
E—+— | nCOWS. 4 s> ugin Cap: + | UCCeSS | Logon Page j—+—»— u—+—»—[ Windows - Full Portal and VPN Access | +

Allow
AD Auth calback
CSC - Antivirus A+ } Deny
VPN or Portal “
fallback fallback
e Sorry No AV _} 2 AV_Redir
fallback % fallback fallback *s ful %7 fallback
$+—r Sorry Message ac +—»—[ Logon Page(3) P+—»— ﬁ+—»—[ No Browser Plugin - Basic Portal AssiggJ ac + Allow
AD Auth(3
) fallback
+ Deny
MacOS %] fallback s ful — *“7]chromeu %] fallback ¥ fallback
Client 0S ID 2% 4 5> |ogon Page(1) Foress 4 —s»— Successiul | ] M+—->—| Sorry Message 2 H+—'>—[ Basic Portal Access —lj Ak Allow
Browser Type fallback T ]mmacu out fallback
A 4 B LS. —”+—»—[ IT MAC - Full VPN Access (ﬂi+—-
OTP Sequence Fail
AD Auth(1) AD Query for [T M tiemen Ha o
Action properties
fallback fallback
Ji+—»—[ Everyone Else - Portal Assign —lJ ack 4 Allow
fallback
e Deny
fallback ] fallback S ful fallback
FEC 45— Logon Page(2) [+ ————| | Successl . | Advanced Resource Assign |22 + Allow
AD Auth(2)
fallback
ack Deny
Add New Macro
=% E Macro: OTP Sequence Rename / Settings Edit Terminals = (Terminals: Out [default], Fail) Use Count: 1
fallback :"j fallback % fallback * fallback 7] Successful % fallback 7] Successful
IE}*+ AD Query for Mobile +-—- OTP Generate +—— Variable Assign + = ————+—> Logon Page + = —+—b
OTP Verify llback
e et o)
fallback
ac + Fail
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F5 BIG-IP Access Policy Manager Drives ldentity Federation,
Single Sigh On, and Adaptive Authentication

:' : VDI S Web Gat

. ' ecure Web Gatewa

Virtual Apps ' g : / @ @ Websites/Web
‘ecoes . Applications

Web Access Remote Access and
Web-based Management Application Access e |
Apps o ] Enterprise Apps
o

[ o]
Virtual Edition Appliance
Mobile

. @ Google Cloud, SaaS,

A :
pps E Enterprise Mobility |dentity ? and Partner
C Gateway Federation/SSO *-d-ﬁré Apps

Cencur
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F5 BIG-IP Access Policy Manager Drives ldentity Federation,

Single Sign On, and Adaptive Authentication

Virtual Apps

Web-based
Apps

Mobile
Apps
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VDI

Web Access
Management

ars
Virtual Edition

Enterprise Mobility
Gateway

Secure Web Gateway @ @ Websites/Web

Applications

Remote Access and

Application Access e |

— “ Enterprise Apps
D

C

Gougle Cloud, Saas,
|dentity ? and Partner
Federation/SSO e Apps

nCur
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APM SSL VPN

El 10.0.1.251

Secure Logon
for F5 Networks

E] Metwork and Application Access

Username
Password
() Connected
Logon |
Traffic Type Sent
Network Access
- Network Tunnel 301.56 KB
- Optimized Applications 1]
Total 301.56 KB

+ Show details

© F5 Networks, Inc

Connected

Server: 10.0.1.251

Inbound Traffic
0 bfs
Outbound Traffic

16Kb/s

r Connection

Auto-Connect

Establish a connection and automatically reconnect if your connection is dropped. Use the
'Disconnect’ button to close your connection and disconnect.

@ Disconnect

r Traffic

#®Inbound: 963 B total (0 % compression)

1 minute ago

® Outbound: 6.3 KB total (0 % compression)

Throughput: 0 bfs

Current

Throughput: 1.6 Kb/s

Change Server |

View Details

Disconnected

Configuration

Compression: 0%
Throughput: Ob/s

Status Inbound: 3478
100Mb

10Mb

2 minutes ago

. Compression: 0%
Outbound: 6.5KB Throughput: 1.4Kb/s
100Mb

1 minute ago

Connection i 10Mb

2minutesage 1 minute ago

Statistics
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Remote access and application access challenges

Users Resources

g

Services
 Enabling secure remote access to corporate resources from any network, from any device

P> &

* Ensuring secure and fast application performance for remote users

* Protecting network resources, applications and data from malware, theft or hack, and/or rogue and
unauthorized access

© F5 Networks, Inc 20



Fast, secure remote access

e Fast and secure connections maximize productivity for global users
 Seamless integration minimizes cost and simplifies end user experience

ooooo

www.f5.com

D P —

© F5 Networks, Inc
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A Rich, Powerful Ecosystem of MFA Partners

SECURITY

+ @ toopher, @Symantet IE LongeopIe %

@ & SWIVEL

STB|passcode NCEEE

ABTIV@ENTITY

of HID Global

Microsoft

SecurEnvo;% o \MC 5“

© F5 Networks, Inc
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Logon Page e@ El https://mam.fse.com/my.policy

File Edit View Favorites Tools Help

X E RoboForm - -

e Customizable

o | Security || Informatik v || Bibel

f5

s f5

Secure Logon

for F5 Networks Secure Logon

Secure Logon
for F5 Networks

for F5 Networks The username or password is not correct,
Please try again. The username or password is not correct.
Username Username Please try again.
juerg007 j-wiesmann@f5.com Username
|j.wie5mann-@f5.cc:m| o4 |
Password Password
Password
R EE sessnERw
|..I'-l... |
ange Password Multi-Factor Authentication Multi-Factor Authentication
i Duo Security|ld None
2800 Logon Logon

© F5 Networks, Inc 23



ActiveSync, Microsoft Solution

DMZ

Data Center

MS TMG or ISA

MS Exchange

-

* Microsoft Solution

| [

| [

| [l

| [

AD

« Authenticate user before client accessing Exchange server

« Exchange can verify deviceid

« AD group check and basic url filter can be implemented on TMG




ActiveSync, F5 BIG-IP APM Solution

Client Access Services

e ™
== i - -
7 N
AP — Lo
m mail.example.com “ EAS
D autodiscover.example.com _
D BIG-IP Platform e
e I
SSL Ofﬂoad “ Autodiscover
N /

Verify and enable access based on
* User /password, AD group membership

» IP location, Deviceid , Devicestype , Useragent

« Brute force detection

« ActiveSync commands used

* URI (allow acces request to /Microsoft-Server-Activesync)



Web Access

Management




F5 BIG-IP Access Policy Manager Drives ldentity Federation,
Single Sigh On, and Adaptive Authentication

......

:' " VDI S Web Gat

: 0 ecure Web Gatewa

Virtual Apps ' g . J @ @ Websites/Web
‘ecoaa’ Applications

Web Access ' Remote Access and
Web-based Management Application Access e | |
Apps o ] Enterprise Apps
o

[ o]
Virtual Edition Appliance

. Cencur
vooe Google Cloud, Saas,
A -
PPs Enterprise Mobility Identity ? and Partner
. Federation/SSO e Apps

Gateway
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Enhanced Web Access Management

Proxy web applications to provide authentication, authorization, endpoint inspection,
and more

e All Layer 4-7 ACLS through F5’s Visual Policy Editor

T
) et o [P i}
= T=1=
s OO 2, o -
T -

A e
& MOVE

W |

00052

Administrator

eeee 832849

!
<

0 Corporate domain

0 Latest AV software
AAA
0 server
0 Current O/S

User =HR

© F5 Networks, Inc
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Application Authentication

Control /Authenticate a User on APM before he reaches Application

Building Security Zones using Authentication

Adding Authentication / one or two Factor when required

* https://www.f5.com -2 No authentication
* https://www.f5.com/intranet/ > One Factor Authentication
e https://www.f5.com/intranet/HR/ -2 Two Factor Authentication

* Prerelease - Step-up Authentication... (12.1)

© F5 Networks, Inc
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Web portal

[l F5 Dynamic Webtop

€€ - C B https://portal.f5se.com/vdesk/webtop.eui?webtop=/Common/portal_webtop&webtop_type=webtop_full i’? ) ﬂ % U =

Welcome to F5 Networks

Enter an internal resource

Applications and Links
& Install Views Client Q Salesforce (SAML) h' ’ Google (SAML) Sharepoint (NTLM)
- ]
£, . il Office 365 (SAML) i Browsers
EClconer pAME w Outlook Web Access ad Citrix Xen
I}Aicroioft Office w My Desktop & iava ROP
Citrix Xen My Desktop Java i
Network Access

Corporate SSL VPN | Go_VolP HIPAA ,
‘b Split Tunnel t' Dedicated Tunnel 3 HIEARLVEY w\ PiantvEn

Q VMware View

This product is licensed from F5 Networks. © 1393-2012 F5 Networks. All rights reserved.

Web portal with access to only user authorized apps
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|dentity

Federation and
Single Sign-on




F5 BIG-IP Access Policy Manager Drives ldentity Federation,

Single Sign On, and Adaptive Authentication

Virtual Apps

Web-based
Apps

Mobile
Apps
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......

VDI

Web Access
Management

ars
Virtual Edition

Enterprise Mobility
Gateway

Secure Web Gateway @ @ Websites/Web

Applications

Remote Access and
Application Access e
[ @ Enterprise Apps
D
Appliance i
Cenecur
— Goug[e Cloud, Saas,
Identity ? and Partner
Federation/SSO ""ﬁ‘f@ Apps
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Single Sigh-On (SSO) challenges

* Too many agents or proxies

Delegate?
gate Public

Decision?
|| Fake AuthN?

Decision?
. . . . Mobile Device? Step-Up? L
 Difficult to visualize single  supported Piatform? " ChangeAuthz?
BYOD? Agentside Cloud

AGENTS

A )

Applications

Servers

MIDDLEWARE Decision

sign-on topology and
deployment

* Single sign-on require
flexibility

SSO Server

(N
s
Adaptive Authentication?

External Resource?

© F5 Networks, Inc 33



Identity Federation (SSO) benefits

 Dramatically reduces infrastructure costs while increasing user productivity
* Provides seamless access to all web resources

 Enhances user experience

* Instantly provisions and de-provisions access to cloud apps

‘ Salesforce.com

—® Finance
Corporate managed
device Expense
I/ Report App

Latest antivirus

software AAA
Server

User = Finance
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BIG-IP APM
Identity Federation/SSO with Adaptive Authentication

On-Premises Infrastructure
4 )
O . Corporate Users
&YZ Corporatio} Public Private /—Iﬁ @
Cloud Cloud 1 4 )
.......... — ‘B
eeee832849 ' Identity management
Multi-factor authentication
LOGIN el Q00— —
?-? DA
K / ® @ T e
E———19
[ tooe: o |
oo o |
SAML _g App
Real-time access control
Attackers } Access policy enforcement nﬂ Directory Corporate
F|——J Services Applications
\§ _J

4 S p

]
[
]
7 |
P¥d Office 365 :
i
Google !
Y (------------------- ) 2= aa—

~ Identity

o Salesforce federation

—EE—
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APM’s Webtop Unifies Access to All Apps, Including Those
Using ldentity Federation/SSO

-|I‘ Device: 108 (X0G-XXX-5225) >I
NDE

Secure Logon

elp? (. Phonecall
for F5 Networks e
Passcode
Send SVS passcodes
Username Automatically send a 0 XXX-XXX-52
APM'’s webto e
p Password

including app access o
via identity federation, tosor .
SSO, and adaptive
authentication

Welcome to F5 Networks

FSSEWin7Desktops .+, Paint £ Windows® Internet Explorer
i eeeeeeeeeeeee ktop L"s") VMuware View App e VMware View App (L)) FSSE XenDesktops
Q Salesforce (SAML) -" Google (SAML) |S I Sharepoint (NTLM) IdP Discover (SAML)
(] :
i Office 365 (SAML) @ . 4,
b "’! A ATARE e & Office 365 Sharepoint = Java_RDP
(¥) Network Acc
Corporate SSL VPN wug | Go_VolP WA -
‘E Split Tunnel " Dedicated Tunnel kg3 HIPAASSLVPN E| PCISSLVPN
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F5 BIG-IP Access Policy Manager Drives ldentity Federation,
Single Sigh On, and Adaptive Authentication

aEmy g6 ...
- Applications

Web Access Remote Access and
Web-based Management Application Access e |
Apps o ] Enterprise Apps
LAPM_ @
E (N
. BT

Mobile - @ Gougle Cloud, Saas,

Apps .

PP E Enterprise Mobility Identity ? and Partner
. Gateway Federation/SSO ‘-"-ﬁé Apps

Virtual Apps

Cencur
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Simplified VDI * Optimize the * Simplify * Unify access

experience for infrastructure control and
 Improved scale and reliability your users and reduce costs  security
 Better user experience + SSO R
e Simplified deployment .
* |mproved quality of real-time applications CITR!X m U
XenDesktop

Virtual desktops

Hypervisor
B Microsoft
TTTITEN S RDP
m U
Virtual desktops
o o]

mwa re Hypervisor
——
server waams
L

m U
Virtual desktops
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VMware Horizon View architecture

External Users

© F5 Networks, Inc

HTTPS

PColP

On-Premises Infrastructure

r
HTTPS
PColP
Internal Users
VDI
Infrastructure
(" ] )
SSL Decryption
Authentication g
High Availability —\\
PColP Proxy
—— ——
[ 1 1 | A
T 1 < ‘ N e
T T ) \\
L 1 v PColP
Access
Management
k (APM) Y, —\\
g | J
Authentication
\_

[ 4‘) Strategic Point of Control }
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PColP Proxy - Simplify your architecture

ULl

View Clients

N %
= & = 2
DMZ DMZ
h

' PColP
PColP
BIG-IP Platform
BIG-IP Platform
e ‘ N
[ o |
' S N =]
[ ] [ e | [ e | View Connection View Connection
=0 View Connection View Connection Servers Servers
View Security View Security Servers Servers
Servers Servers _m m m m_
- - oo Do ~ ~
= [ o ] - S —
- -
] [ vSphere vSphere [ o | [ o |
- - (o] L0 View Pod 1 View Pod 2 e
- - " ?
View Connection View Connection View Pod 1 View Pod 2 L
Servers Servers
" z
— éﬂ Vo éﬂ Vo1 o

- i

vSphere vSphere

[ o ] [ e ]
5 View Pod 1 View Pod 2

- Data Center ~




Smartcard Single Sigh-On (SSO) Support for VMware Horizon
PColP Proxy

Smartcard

=
(HPE = -
e vmware vmware | e e
/XYZ Corporatio} —
AAA Server
I
y  Enhances controls over virtualized apps and desktops
eeee0 832849
e Supports single sign-on (SSO) from smartcards in

\ LOGIN / VMware Horizon VDI use cases

Two-factor authentication * Enables two-factor authentication with RSA SecurlD
« RSA SecurlD and RADIUS

* RADIUS
© F5 Networks, Inc
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Support and Control USB Redirection and Client Drive
Mapping for VMware Horizon

USB Drive
=
Hypervisor
QL ==

vmware Virtual
User #1 Applications
@ D S

——

User #2 S
Client Drive #1 Q AAA Server

Client Drive #2

* Mitigates and protects against data loss for managed accounts and devices

« Empowers control - via identity-aware, context-based policies - over the use of
USB devices by VMware Horizon users and their devices

* Also enables identity-aware, context-based control over client drive redirection
for VMware Horizon users
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Operational complexities of Citrix Cloud Gateway

G
[

User devices

© F5 Networks, Inc

e e e L e e N +

[ 1]
Firewall

Citrix Cloud Gateway

Fragmented application access and

1

policy management

i
GEES "mm
G mmss
NetScaler Firewall StoreFront
Access 4
Gateway

AppController

-

Hypervisor

Virtual
Applications

Mobile apps

4

SaaS apps

(_J

Web apps

Citrix
ShareFile
data

44



Application delivery for Citrix VDI

Single Platform

G
[

User devices

\

y

© F5 Networks, Inc

8-

Mobile apps

4 1 p—

Application Delivery for Citrix VDI :@
ﬁ i SaaS apps

BIG-IP APM

Web apps
-
Hypervisor
& Citrix
Virtual ShareFile
Applications data
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Secure Web

Gateway




F5 BIG-IP Access Policy Manager Drives ldentity Federation,
Single Sigh On, and Adaptive Authentication

fll:.% 7= S Web Gat

. e kK ecure Web Gatewa

Virtual Apps ——¥ J @ @ Websites/Web
Applications

Web Access Remote Access and
Web-based Management Application Access e |
Apps o ] Enterprise Apps
@

[ o]
Virtual Edition Appliance
Mobile

. @ Google Cloud, SaaS,

A :
pps E Enterprise Mobility |dentity ? and Partner
C Gateway Federation/SSO *-d-ﬁré Apps

Cencur
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Web access is a hecessary part of an employee’s day

(&

File Edit View Favorites Tools Help

File Edit View Favorites Tools Help

(&

) o-¢f

File Edit View Favorites Tools Help

Gartner.

File

Edit

View Favorites Tools Help

WHY GARTNER ANALYSTS RESEARCH EVENTS CONSULTING ABOUT

Help

About Faceb f}
The Facebool
friends inspir
discover the |

www.facet.

@+ Make Presenye

Audio

H100% -

Taslc mywork  Projects

My Projects

Export =

Ref #

(&)l 2-cf

File Edit View Favorites Tools Help
Log n| Signup

All Projects

&

v Owner: A

14654

16462|

16508

16512

14508

14655

MERCHANTS:
GET THE FACTS
AND LEARN HOW|
TO ACHIEVE
PG1 DSS
All COMPLIANGE

100 results
Download ©

Nomastop ’ 3.4 - 734 - - < h
P a17.8 MOST COMMENTED

1 regults 132 results 20 regylts 1 resylts 1 resull
1 ’

icrosoft gave the Windows-
it needed

Displaying: 100 out of 100 results, The least cost item is: 150.80 Rl Bagqaaas Fee Policies
Neoxt
Sort:  ® policy ~ Carrier Depart Duration Emissions
Carrier Depart Arrive Duration Emissions Class

Feb7 7:30am Feb 7 8:33am Stops: 0 bs Embraer E-175 L™

ita 5304 B
A | Det 5X Washington, OC {DCA)  New York, NY (LGA) 1h 3m Econamy: T

®100% ~

Webin

Join Ga
Analyst
Explore
Latest |,

®100% -




So, web defense is a necessity today

slos)e €N

Productivity
Controlling access to time-wasting
web sites

Security
Against web-based threats and malware

Accessibility Compliance

Managing web access and bandwidth With corporate acceptable use policies
allocation (AUP) and regulatory policies
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F5’s high-performance, on-premises secure web gateway

* URL categorization
and filtering

 Web application
controls

 Advanced web-based
and embedded
malware protection

 Fast SSL inspections
and bypass

* Fast and effective
threat detection
(based on Websense
ThreatSeeker)

* Detailed reporting
and logging

© F5 Networks, Inc
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Firewall

Wireless Guest Network

Cloud-BasedThreat

Salesforce com

Web Application

Secure
WebGateway

_—— 11

sSSP0

Facebook
Facebook Games

—w

E-Commerce

e |
B2B Server

e B

)

@----

-

Update Server

O

Web APIs

ActiveDirectory

=

Entertainment
Site




Enterprise
Mobility

Management
(EMM)




F5 BIG-IP Access Policy Manager Drives ldentity Federation,

Single Sign On, and Adaptive Authentication

......

:' : VDI
0
Virtual Apps ' -.-. '
S o

Web Access

Web-based Management

Apps
=
Virtual Edition
Vloble m  —

Apps
PP E Enterprise Mobility
. Gateway
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Appliance

Secure Web Gateway @ @ Websites/Web

Applications

Remote Access and
Application Access e |
[ @ Enterprise Apps
o

Cencur

@ Gougle Cloud, SaaS,
Identity ? and Partner
Federation/SSO ‘-"-ﬁfff@ Apps
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Enterprise Mobility Management (EMM)

* Ensure devices connect securely and adhere-«
to a security posture baseline, regardless of
ownership

User = Finance

App Store

Edge

5 ' Ciient

» ® »

© F5 Networks, Inc

personal mobile device

Corporate
managed
device?

G

Corporate
managed
device?

6/\

R

D
e
<
D
Ly

Reduce the risk of malware infecting the
corporate network from corporate or

HR

Finance

CRM
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F5 and AirWatch

airwatch

by VIMWare

App Tunnel + App Policy

No data
transfer

Unmanaged Apps
Data

transfer

Ll
IDD

Mobile Users

—

L

airwatch

by vmware

App Wrapping
+ App Management

+ Reporting

J

Ju

\
.

Remote Access

App Wrapping
J
L.
N\

J

Endpoint Inspection
+ App Tunnel Termination

+ Authentication
+ Access Policy Management
+ Identity Federation
+ Mobile App Security
+ Managed App Policy

LAFM ] LTv ] APM ] Asm
.

BIG-IP Platform

Authentication
Store

( i g )
Application Access
Management

)

&

L Salesforce.com

Data Center

\E

-
AFM BIG-IP Advanced Firewall Manager
LTM BIG-IP Local Traffic Manager

m BIG-IP Access Policy Manager
ASM BIG-IP Application Security Manager
o

4 )
Mobile
Application
\§ J

Simplified Business Models

GOOD BETTER ggsi=Sy)




Reporting




Sample detailed report

Gain a deeper understanding of:
e All sessions with geo-location

* Local time

e Virtual IP

* Assigned IP

 ACLs

e Applications and OSs
* Browsers

* All sessions

e Customize reports

e Export for distribution

© F5 Networks, Inc

Reports Browser

Favarites

Buil: In Reports

e Favorite

= ACL Reports

ACL Details (Al Sessions)

ACL Summary (Session 00
ACL Summary(All Sessions)
ACLs by Time Range

Allowved ACL Details (Session 10
Allowwed ACLs (Al Sessions)
Denied ACL Details (Session 10
Denied ACLs (Al Sessions)

= Browser,/App Reports
Application and OF Distribution
Broweser Breakdown

Browezer Distribution

= General Reports

Al Messages

= Session Reports
All Sessions

Current Sessions
Recent Sessionz
Session Details

Session Summary by Time Range

Cuskom Reports

«|l@)
+

Run

m

All Sessions '*

& Export to CSY File

Local Time

ZUTT=TU-21 T2
2011-10-21 12
2011-10-21 12
2011-10-21 12
2011-10-21 12
2011-10-21 12
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200
2011-10-20 200

4

Page

Showy in Popup YWincdow:

Session D Logon
ErlLHERRE

DDSAECT2
FE30500F
EASSFEE1
333095FE
BEEFFBAC
3B0L545E
TDEE34ET
BAZDODAF
A7945AE1
B7ES7DSE
181 AG3E0
127 C45CE
SBEESS451
BE7STCOD
SO2EE2AG
2770 330
SCEESCIE
BL45CEES
11508287
S EOCCE
146B331F
E971E8BE
AS2TOCER

1ofa| b Pl @2‘

=

Z 2 =2 2 2 =2 £ £ £ £ 2 2 2 Z £ £ £ £ Z Z Z Z Z

e

Active

I

Current default report name: "All Sessions"

State

Calitornia
Calitornia
Calitornia
Michigan
Calitornia
Michigan
Tororto
Calitornia

Rio De Janeiro
Sao Paulo
Tororto

Sao Paulo

Rio De Janeiro
Sao Paulo
Tororto

Sao Paulo
Michigan
Tororto
Calitornia

Rio De Janeiro
Calitornia
Michicgsn

Calitornia

Courtry

Usa
Usa
Usa
Usa
Usa
Usa
Canada
Usa
Brazil
Brazil
Canada
Brazil
Brazil
Brazil
Canada
Brazil
1S4,
Canaca
Usa
Brazil
Usa
uss
Usa

Continent

Marth &metica
Marth &metica
Marth &metica
Marth &metica
Marth &metica
Marth &metica
Marth &metica
Marth &metica
South America
South America
Marth &metica
South America
South America
South America
Marth &metica
South America
Marth &metica
Marth &metica
Marth &metica
South America
Marth &metica
Marth &metica
Marth &metica

irtual IP
TELS1 Dl

172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.85
172.31.54.95
172.31.54.85

Access Policy »» Report

Azsigned IF
(EFALEN

192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168 i

3

Dizplaving entries 1 - 50 of 101
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Reporting in APM

Clicking on individual
Session IDs shows the
flow of VPE actions

© F5 Networks, Inc

All Sessions
2 Export to CSV File

Local Time

2013-07-10 21:15:14
2013-07-10 21:15:14
2013-07-10 21:15:14
2013-07-10 21:158:15
2013-07-10 21:15:15
2013-07-10 21:15:15
2013-07-10 21:15:52

Session Details - JEAF200 *

| E] view Report
Log Meszage
Received User-Agent header: Mozilla%2f5.0°
Received client info - Type: Mozilla Version: 5
Mew session from client IP 10.69.68.13% (ST=

\N: Session deleted due to user logout reques

Following rule "fallback’ from item "IP Geolocation Match® to ending "Deny’

All Sessions
& Export to CSV File

Local Time

2013-07-10 211107
2013-07-10 21:11:07
2013-07-10 21:11:07
2013-07-10 21:11:24
2013-07-10 21:11:39
2013-07-10 21:11:39
2013-07-10 21:11:38
2013-07-10 21:11:38
2013-07-10 21:11:39
2013-07-10 21:11:28
2013-07-10 21:11:42
2013-07-10 21:11:42

Session Details - 73767D84 ©
| a View Report Constraints | g% Set to default report | Current default report name: "All Sessions”

Log Meszage

Received User-Agent header: Mozilla%213.0%20(iPhone%3b%20CPU%20iPhone%2005%208_1_3%200ke%e20Mac2005%20X)%204Apple. ..
Received client info - Type: Standalone Version: 1 Platform: Win CPU: unknown Ul Mode: Standalone Javascript Support: 0 ActiveX Support: 1.
Mew session from client IP 97.16.54.170 (ST=Minoiz/CC=U3/C=NA} at VIP 10.65.70.254 Listener /Common/VPN_Access_vs (Reputation=Unkn...
Uzername 'Student1’

Username "

Following rule fallback’ from item "OTP Logen Page’ to terminalout "Out’

Connectivity resource YCommon/PN_Access_na_res’ assigned

Webtop “Common/VPN_Access webtop’ assigned

Following rule fallback’ from item 'Full Resource Assigni1)' to ending "Allow”

Access policy result; Metwork_Access

Assigned PPP IPv4: 10.69.70.18% Tunnel Type: WPN_TUNNELTYPE_TLS MA Resource: /CommonPN_Access_na_res

FPP tunnel 0570038332800 started.

Access policy result: Logon_Deny

Session statigtics - bytes in: 1529, bytes ou

All Sessions
£ Export to CSV File

Local Time

2013-07-10 21:14:21
2013-07-10 21:14:31
2013-07-10 21:14: 3
2013-07-10 21:17:28
2013-07-10 2117328

All Sessions Session Details - B2ZEFC5B3 ' *

| Q Wiew Report Constraints | g Set to default report | Current default report name: "All Sessions”
Log Meszage
Received User-Agent header: Mozilla%2f4.0%20(compatible%30%20M SIE%208.0%30%20Windows%20NT%205. 1% 3% 2 0W0Wa4 % 3b%2. ..
Received client info - Type: |E Version: & Platform: Win7 CPU: WOWS4 Ul Mode: Full Javascript Support: 1 ActiveX Suppert: 1 Plugin Suppert: 0
New session from client IP 208.85.211.197 (ST=Washington/CC=US/C=MNA} at VIP 10.659.70.254 Listener /CommonPN_Access vs (Reputati...

U=zername test’

AD module: authentication with * failed: Client test” not found in Kerberos database, principal name: test
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Reporting in APM

Clicking on “View Session
Variables” shows per-
session

variables populated
during the user’s logon
attempt

 AD results

e Antivirus info
 Browser info

* Resources assigned
 Mobile info
 Certinfo

 Etc Etc Etc

© F5 Networks, Inc

All Sessions Session Variables - 73767d84

‘Yariable Name

» [_Jaccess

41— ad

» [_J/CommenYPN_Access_act_active dir...

4 ] last
=] actualdomain
=] authresutt
=] errmsg
- [_]assigned
- [ client
=] createdfrom
- (] email
=] end
=] ha_unit
=] inactivity_timeout
=] ipv6_support
4 — logon

» ] /CommenyPN_Access_act_logon_pag...

» [_J/Commeniotp_act_logon_page_ag
4 last

=] logonname
=] resuft
=] username
- [ page
» [Jotp
- [ policy
+ ] server

Variable Value

angility.local
1

timed_put
S281501712a7fafd047 b 0bdcd2fTTE0
500

a

Studentl
1

Studentl

Wariable I

ZE2RI0N.ACCERS

zeszion.ad

zession.ad /Commen/VPH_Access act active_
zezzion.ad lazt

zezsion.ad last.actualdomain
zezzion.ad lazt authresult
zezzion.ad last errmsg

2£53i0n.a3zigned

zeszion. client

sg&ssion. createdfrom

zezzion.email

zezzion.end

zeszion.ha_unit

session.inactivity_timeout
session.ipve_support

session.logon

zession. legon./Common/VPN_Access_act_logo
zession.logon./Commonsotp_act_logon_page_a
session.logon.last

session.logon.last. logoenname
geesion.logon.last.result
zession.logon.last.username
gegsion.logon.page

session.ofp

session.policy

BERSI0N.8ErVer
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Access and application analytics

Stats grouped by application
and user

Appications Virtual Servers ool Members | URLs | Gountries. Client P Addvesses Response Codes User Agents Methods Time Period: [Last Hour =] View: [Basic

| Provides:
* Business intelligence

wwwwww

« ROl reporting

« Capacity planning

e T s « Troubleshooting
: . Performance

Stats collected * Server latency Pool member
* Client IPs * Throughput Response codes
Client geographic * Response codes URL

User agent * Methods HTTP methods
User sessions * URLs
Client-side latency Views

* Virtual server

© F5 Networks, Inc 59






Solution Summary

@ Unified Access solution

& Managing mobile applications & devices
* Support BYOD initiatives
& Securing Web usage
* Reduces malware risks
& Federating identity
 |Instantly provisions/deprovisions access to SaaS apps
@ Secure accelerated remote access

* Fast and safe remote connections

© F5 Networks, Inc
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Ul oreandensso.

* APM is more than a remote access product « Many customers have a remote access product
* APM benefits any application with a web front-end  But few have good flexible web authentication
requiring authentication
' : X'
- g 2 Directo ry OAM v1-g/vllg
Clients LDAP
= RADIUS
OCSsP
CRLDP
Forms-Based Auth § = ” ‘ TACACS+
Basic Auth
NTLM 4 J
Kerberos BIG-IP Access Policy Manager
User PK Cert
CAC/PIV/Smartcard #
SAML
RSA Token - ~
Built-in OTP . HTTP Basic
captihr 8 J Applications | [ ;70 rorms
HTTP Header
{ NTLM v1/v2
Kerberos
OAM v10g/v1lg
b ) Cookie
v SAML
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What makes F5 IAM different

d

Integrated
acceleration

Native one-time

Superior scalability
password support

Integrates captured data One-stop for all access
into enforceable access and policy

security policies

© F5 Networks, Inc
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Solutions for an application world.



Simplified business models and licensing
New Good, Better, Best (GBB) Bundle Offerings: Delivers greater value and future proofs your datacenter

Appliance
Benefits GBB Capabilities Comparison

. . Modules/Services Better
Make it easier to
BIG-IP Local Traffic Manager

adopt advanced F5
functionality

BIG-IP Global Traffic Manager

: : Application Acceleration Manager Good Better e
Consolidate into
fewer common BIG-IP Advanced Firewall Manager Veprice
configurations ;
SDN Service
Save when Advanced Routing
purchasing bundles BIG-IP Access Policy Manager

Good Better Best

BIG-IP Application Security Manager

m Bought As Bundle m Bought As Components

Virtual Edition Appliance

Network [Physical ¢ Overlay * SDN]
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