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MAC identity spoof attacks

• MAC spoofing attack is still used with
great effect at public-access WLAN
hotspot.

• A MAC piggy-backing attack is used to
circumvent the hotspot captive portal
login requirement.

• The intent is not to break into the
network, but the exploit the way
captive portal works.



Denial Of Service attacks

Layer 1 DOS Attacks:
 Unintentional Interference
 Intentional Interference
 Queensland attack

Layer 2 DOS Attacks:
 Illegal Channel beaconing
 Probe response flood
 Association Flood
 Fake AP
 Virtual-carrier attack



Man in the middle attack

• Evil Twin Attack
• Wi-Fi phishing Attack



Static WEP cracking programs



Rogue Access Point attack programs

Potential Risks

• Data Theft
• Data Destruction
• Malicious Data 

Insertion
• Third-Party Attacks



Wireless Security 
Vulnerabilities



Wi-Fi ease of use – WPS and its 
issue 

• WPS is a network security standard to create a secure wireless home network

• User can easily configure a network with security protection by using a
personal identification number (PIN) or a button located on the access point
and the client device.

• WPS was developed by the Wi-Fi Alliance and is a protocol specification that
rides over the existing IEEE 802.11-2007 standard.

• Security setup options are personal information number (PIN), push-button
configuration (PBC), Near Field Communication (NFC) tokens and Universal
Serial Bus (USB) flash drives.



Authentication ( PIN – External 
Registrar)

Authentication Request

Authentication Response

Association Request

Association Response

IEEE 802.11

Supplicant --> AP

Supplicant <-- AP

Supplicant --> AP

Supplicant <-- AP

802.11 Authentication

802.11 Association

EAPOL-Start

EAP - Request Identity

EAP - Response Identity 

(Identity: “WFA-

SimpleConfig-Registrar-1-

0”)

Supplicant --> AP

EAP Initiation

IEEE 802.11/EAP

Supplicant --> AP

Supplicant <-- AP



…the vulnerability

M1 Enrollee --> Registrar N1 || Description || PKE

M2 Enrollee <-- Registrar N1 || N2 || Description || PKR || Authenticator

M3 Enrollee --> Registrar N2 || E-Hash1 || E-Hash2 ||Authenticator

M4 Enrollee <-- Registrar N1 || R-Hash1 || R-Hash2 || EKeyWrapKey(R-S1) || Authenticator proove posession of 1st half of PIN

M5 Enrollee --> Registrar N2 || EKeyWrapKey(E-S1) ||Authenticator proove posession of 1st half of PIN

M6 Enrollee <-- Registrar N1 || EKeyWrapKey(R-S2) ||Authenticator proove posession of 2nd half of PIN

M7 Enrollee --> Registrar N2 || EKeyWrapKey(E-S2 ||ConfigData) || Authenticator proove posession of 2nd half of PIN, send AP configuration

M8 Enrollee <-- Registrar N1 || EKeyWrapKey(ConfigData) || Authenticator set AP configuration

Diffie-Hellman Key Exchange

IEEE 802.11/EAP Expanded Type, Vendor ID: WFA (0x372A), Vendor Type: SimpleConfig (0x01)

Pixie Dust WPS attack/Reaver brute force attack can 
easily crack WPS PIN



Mitigating the risks

• Wireless Security Auditing
• OSI Layer 1 Auditing
• OSI Layer 2 Auditing
• Penetration Testing

• Wireless Security Policies
• Functional Policy
• Government and Industry Regulations

• Wireless Security Monitoring
• Wireless Intrusion Detection and Prevention System



Wireless Security Audit



Wireless Security Monitoring 

Infrastructure Component WIPS/WIDS server Management consoles Sensors

Architecture Models Overlay Integrated Integration enabled

Wireless Intrusion Detection System/Wireless Intrusion Prevention System

Multiple Radio Sensors Sensor Placement Device Classification

Rogue Mitigation Device Tracking Rogue Detection

WIDS/WIPS Inputs

Signature Analysis Behavioral Analysis Protocol Analysis

Spectrum Analysis Performance Analysis Reports

WIDS/WIPS Analysis
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