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Infoblox DNS, DHCP – czy biznes może bez nich żyć?
Rafał Szewczyk Regional Sales Manager Eastern Europe
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DNS, DHCP – czy biznes może bez nich żyć??

Czy stosujesz dobre praktyki bezpieczeństwa?

Ale ja już mam X rozwiązań bezpieczeństwa3

Ostatnia niezabezpieczenia furtka – protokół 53/DNS4
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DNS, DHCP – czy biznes może bez nich żyć??



4 |  © 2013 Infoblox Inc. All Rights Reserved.  4 | © 2015  Infoblox Inc. All Rights Reserved.  CONFIDENTIAL© 2013 Infoblox 
Inc. All Rights 
Reserved.  

4

Skutki niedostępności DHCP I DNS

Redundancja
serwerów

Redundancja
sieci

Krytyczne usługi 
sieciowe:

DNS, DHCP, IP

DDI
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DNS to naprawdę krytyczna usługa sieciowa!
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Complexity
Risk & Cost
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LINUX DNSMICROSOFT DHCPMICROSOFT DNS VMWARE DNS UNIX BIND

SCRIPTS COMMAND LINE
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Czy stosujesz dobre praktyki
bezpieczeństwa?
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Well-respected security baseline
SANS Top 20 Critical Security Controls

https://www.sans.org/critical-security-controls
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Control #1: Inventory of Devices!

https://www.sans.org/critical-security-controls

“Actively manage (inventory, track, 
and correct)  all hardware devices on 
the network so that only authorized 
devices are given access, and 
unauthorized and unmanaged 
devices are found and prevented 
from gaining access.”

You can’t protect or defend what you can’t see
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Control #1: Inventory of Devices!

“I’m sure you’re aware that the SANS 
Top 20 control #1 is network device 
inventory.  How you doing on that 
control?!  

https://www.sans.org/critical-security-controls

Use SANS to gain credibility and help find the pain! 
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DHCP Fingerprinting
DHCPDISCOVER Option Sequence 1,15,3,6,44,46,47,31,33,121,249,43 Laptop 

DHCPOFFER

Option Sequence 1,3,6,15,119,78,79,95,252

Tablet 
DHCPOFFER

DHCPDISCOVER

X
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Find & Remediate Potential 
Security Breaches
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Ale ja już mam X rozwiązań bezpieczeństwa
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Security Landscape: Welcome to the Jungle!
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Ilu było producentów?

Jakieś sugestie??

406 producentów!!!
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Customer Security Challenges

Customer Security Challenges

Inability to Prioritize Events Lack of Visibility Lack of Vendor Integration

Manual Processes Inability to Respond

Security They Want Security They Often Get
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• Making sure systems are operational. Examples:
̶ Is my logging system collecting all the data?
̶ Is the newly connected user compliant relative to my security devices?

• Monitoring and visibility of overall security situation
• Floods of alerts – way more than they can handle

̶ Very hard to prioritize based on actual risk

• Incident Handling & Response
̶ Trying to decide what’s the Scope/Severity/Veracity of the threat?
̶ Assembling data from disparate sources to decide what to do
̶ Actual response: What actions to take and where?

• Keeping up with the general threat landscape
• Trying to make sense of vendor and “expert” claims and 

advice

What do Security Types Deal With Day to Day?
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Gartner Security Recommendations: 
Include a Focus on Cross-Product Integration

End-User Recommendations
• Seek solutions with cross-product integration that enables 

improvements towards context-based decision making.
• Use price negotiation in lower demand segments to save money.
• Maximize the use of product suites and avoid shelfware situations.
• Examine advanced threat protection as market consolidates this function.

Technology Provider Recommendations
• Focus on improving efficacy (No. 1 Buying Criteria).
• Focus on delivering suite or bundled solutions.
• Continue to leverage cross-product integration efforts to utilize 

context information and automated response capabilities. 
• Providers in segments with decreased demand should increase marketing 

efforts or consider new product development/M&A.
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• Security Integration & Ecosystem
̶ Our unique position in the network creates a rich 

data source to be shared with customer security 
systems and architectures

̶ Infoblox Grid data provides business context that 
security systems lack and badly need

• DNS Security
̶ DNS is a unique threat vector that deserves a 

dedicated solution
̶ Infoblox is best positioned to plug this increasingly 

critical gap

Infoblox Security Strategy in Two Bullets
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Infoblox Data and Its Relevance to Security

DNS is the first step in almost 
every activity, good or bad. 

DNS query data provides a “client-
centric” record of activity

• Includes internal activity inside the 
security perimeter

• Includes BYOD and IoT devices

• This provides an excellent basis to 
profile device & user activity 

A DHCP assignment signals the 
insertion of a device on to the 
network

• Includes context: Device info, 
MAC, lease history

• DHCP is an audit trail of devices 
on the network

Fixed IP addresses are typically 
assigned to important devices:

• Data center servers, network 
devices, etc.

• IPAM provides “metadata” 
(additional business context) via 
EAs: Owner, app, security level, 
location, ticket number

• And the business importance of the 
asset determines level of risk! 

DNS 
IPAM

Security Relevant Data and Context Using Network Infrastructure
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Ostatnia niezabezpieczenia furtka – protokół
53/DNS
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Malware Exploiting DNS

Source: Cisco 2016 Annual Security Report
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The Rising Tide of DNS Threats
Are You Prepared?

In the last
year alone 
there has been 
an increase of

216%
DNS attacks1

47%
DDoS attacks2

With possible amplification up to

100x on a DNS attack, the 
amount of traffic delivered 
to a victim can be huge

1. Prolexic Quarterly Global DDoS Attack Report, Q4, 2013    2. Prolexic Quarterly Global DDoS Attack Report, Q1, 2014     3. www.openresolverproject.org 

28M
Pose a significant threat 
to the global network
infrastructure and can 
be easily utilized in DNS 
amplification attacks3

33M Number of open
recursive DNS servers3

With enterprise level businesses receiving an 
average of 2 million DNS queries every single 
day, the threat of attack is significant

2M
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The Rising Tide of DNS Threats
Are You Prepared?

55% of DDoS targets were also victims of theft5

Public Sector
20%

Media &
Entertainment

16%

High Tech
9%

Top Industries Targeted6

per hour5

Financial impact is huge 

$100,000
Estimated cost of a DDoS attack can be upwards of 

Resulting in:

Revenue
Loss

Customer
Defection

Brand
Damage

Data theft from
“smokescreening”

27%

Consumer Goods
Hotels 
Retail

Commerce

Business Services
Financial Services

Healthcare
Automotive

Enterprise

28%
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DNS tunneling attacks 
let infected endpoints 
or malicious insiders 
exfiltrate data. 

Attackers have recently 
used DNS tunneling in 
cases involving the theft of 
millions of accounts.1

of large businesses 
have experienced 
DNS exfiltration.2

46%

Average consolidated 
cost of a data breach3

$3.8 M
A recent 
high-profile data 
breach is likely to 
cost more than4

$100M.
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DNS Security Challenges

Stopping APTs/malware from using DNS2

Defending against DNS DDoS attacks1

Preventing data exfiltration via DNS3
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Protection

GRID Master

Reports on attack types, severity
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1 Advanced DNS Protection - Defending against DNS DDoS attacks
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2
8

DNS Server DNS Server

Security

DNS Server Infoblox PT-
Appliances 

Protection against  
DNS threats

Serve DNS 
queries under 
attack

Internet
Use Cases

• Enterprise Customers
̶ External authoritative DNS 

server
̶ Internal DNS- Enterprise / 

Universities with open 
networks 

• Service Providers 
̶ Recursive Caching
̶ Authoritative DNS services

Traditional security appliances mitigate only partial attacks against DNS

1 Advanced DNS Protection - Defending against DNS DDoS attacks
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Malware Data Feed
od Infoblox
(DNS IXFR)

Dynamiczna dystrybucja 
wewnątrz Infoblox GRID

2

Portal 
Informacyjny

Zainfekowan
y klient4

Przekierowani
e

6

Komunikaty 
Syslog
i raportowanie

Infoblox DNS Firewall /
DNS Serwer
(tzw. cache/recursive)

Infoblox DNS Firewall /
DNS Serwer
(tzw. cache/recursive)

Infoblox DNS Firewall /
DNS Serwer

(tzw. cache/recursive)

Dynamiczna 
aktualizacja 

polityk

1

Link 
www.malware.com 3

Zastosuj 
politykę

Blokuj / Zabroń

Połącz z botnet
5

DNS Firewall - Stopping APTs/malware from using DNS2
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• Sophisticated (zero-day)
• Infected endpoint gets access to file containing 

sensitive data
• It encrypts and converts info into 

encoded format
• Text broken into chunks and sent via DNS  using 

hostname.subdomain or TXT records
• Exfiltrated data reconstructed at the other end
• Can use spoofed addresses to avoid detection

INTERNET

ENTERPRISE

NameMarySmith.foo.thief.com
MRN100045429886.foo.thief.com
DOB10191952.foo.thief.com

NameMarySmith.foo.thief.com
MRN100045429886.foo.thief.com
DOB10191952.foo.thief .com

Infected 
endpoint

DNS server

Attacker controller 
server- thief.com 

(C&C)

DataC&C commands

MarySmith.foo.thief.com
SSN-543112197.foo.thief.com
DOB-04-10-1999.foo.thief.com
MRN100045429886.foo.thief.com

Data Exfiltration via host/subdomain
Simplified/unencrypted example: 

DNS Threat Insight - Preventing data exfiltration via DNS3
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Our Security Ecosystem – Expanding Aggressively

IPS/Sandboxing

Firewall

You name it!

Future

Current 
Integrations
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Network Database
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• Infoblox analyzes and provides insights on 
malicious activity in seconds

• Report on findings to take back to 
management

DNS FW

PCAP, BIND
Traffic logs for
inspection

Event Logs

Reporting 
RPZ Hits

Wyślij nam plik PCAP a my zobaczymy co w trawie piszczy
Nieprzekonany?


